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MiSecure MDR Solution

In the 2023-24 School Aid Fund, section 97g allocated $9,000,000 to provide a statewide Security Operations
Center (SOC) and Managed Detection and Response (MDR) services to ISDs, local districts and PSAs in the
State of Michigan. Funding was secured through Ingham ISD which worked with the Michigan Association of
Intermediate School Administrators (MAISA) to establish this SOC. The Michigan Education Technology
Leaders (METL) had previously formed the MiSecure Cybersecurity Task Force and this team was utilized to
form the new MiSecure Operations Team.

The MiSecure Operations Team is dedicated to providing advocacy and leadership around cybersecurity tools
and practices for all Michigan schools. As directed in the 97g language, MiSecure has now selected and is
making available MDR software for all critical servers in every ISD, local district and PSA. In order to
participate, ISDs must fill out this survey.

This survey should be filled out only one time by each ISD. If, after filling out the survey, you have changes or
updates, you need to reach out to misecure@gomaisa.org before submitting a second survey.

Before filling out the survey, make sure you understand the program requirements. Questions are being
answered and maintained in our FAQ, available on the http://www.misecure.org/ website. In particular,
understand that licenses are only available to “critical technology infrastructure” which the MiSecure team
understands to mean "servers."

Make sure you have the total number of new MDR licenses, the total number of credit requests (and for which
products), and the total number of upgrades from Crowdstrike EDR (if any). These numbers need to include
all local districts and PSAs. Exceptions can be noted in the survey.

Understand that each ISD will receive a unique Customer ID (CID) to manage the cybersecurity for all servers
in the ISD, local districts and PSAs. A local district or PSA may elect to participate on their own, but will need
to work with MiSecure to purchase their own CID.
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Select your ISD *

Mark only one oval.

Allegan Area Educational Service Agency
Alpena—Montmorency—Alcona Education Service District
Barry Intermediate School District

Bay—Arenac Intermediate School District

Berrien Regional Educational Service Agency
Branch Intermediate School District

C.0.0.R. Intermediate School District

Calhoun Intermediate School District
Charlevoix—Emmet Intermediate School District
Cheboygan—0tsego—Presque Isle Education Service District
Clare-Gladwin Regional Education Service District
Clinton County Regional Educational Service Agency
Copper Country Intermediate School District
Delta—Schoolcraft Intermediate School District
Dickinson—Iron Intermediate School District

Eastern Upper Peninsula Intermediate School District
Eaton Intermediate School District

Genesee Intermediate School District
Gogebic—-0Ontonagon Intermediate School District
Gratiot—Isabella Regional Education Service District
Heritage Southwest Intermediate School District
Hillsdale Intermediate School District

Huron Intermediate School District

Ingham Intermediate School District

lonia Intermediate School District

losco Regional Educational Service Agency
Jackson Intermediate School District

Kalamazoo Regional Educational Service Agency
Kent Intermediate School District

Lapeer Intermediate School District

Lenawee Intermediate School District

Livingston Educational Service Agency

Macomb Intermediate School District
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2.

3.
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Manistee Intermediate School District
Marquette—Alger Regional Educational Service Agency
Mecosta—-0Osceola Intermediate School District
Menominee Intermediate School District

Midland County Educational Service Agency

Monroe Intermediate School District

Montcalm Area Intermediate School District
Muskegon Area Intermediate School District

Newaygo County Regional Educational Service Agency
Northwest Educational Services

Oakland Schools

Ottawa Area Intermediate School District

Saginaw Intermediate School District

Saint Clair County Regional Educational Service Agency
Saint Joseph County Intermediate School District
Sanilac Intermediate School District

Shiawassee Regional Educational Service District
State of Michigan

Tuscola Intermediate School District

Van Buren Intermediate School District

Washtenaw Intermediate School District

Wayne County Regional Educational Service Agency
West Shore Educational Service District

Wexford—Missaukee Intermediate School District

First and Last Name of Person Completing Form *

Job Title of Person Completing Form *
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4. Email Address of Person Completing Form *
5.  Phone Number of Person Completing Form *

6. The person completing this form is the point of contact for cybersecurity in the ISD and will be *
responsible for deploying MDR licenses and attending CrowdStrike training.

Mark only one oval.

@ Yes Skip to question 7
@ No Skip to question 15

The following information is needed to create a district level master billing account for invoicing the purchase
of any ADDITIONAL licenses/services you may want in the future. This should be the person (or generic
email) in your ISD that receives invoices for goods and services. You will NOT be billed for your MiSecure MDR
licenses. Your ISD will only be billed in the future if additional licenses or features are requested.

7. ISD Domain Name *
8. ISD Street Address *
9. ISD City *

10. ISD Zip Code *
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11.  Billing Point of Contact First Name *
12.  Billing Point of Contact Last Name *
13. Billing Point of Contact Phone *

14. Billing Point of Contact Email Address *

Complete contact information below if the person completing the form is not the main point of contact for
cybersecurity technology and/or deployment of the MDR solution in the ISD.

15. First and Last Name of Primary Cybersecurity Contact *
16. Job Title of Primary Cybersecurity Contact *
17. Email Address of Primary Cybersecurity Contact *

18. Phone Number for Primary Cybersecurity Contact *
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19.

20.
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Is everyone included? *

Mark only one oval.

D | have made every effort to inform all of my local districts & PSAs of the program and have included
their needs here

D | was unable to gather information from the following local district/PSA (list below)

ONLY if you chose the 2nd option above: List any local district and/or PSA that you were unable to
respond to and, if known, a point of contact name and email address

21.

22.

Enter the number of new Crowdstrike Falcon Complete MDR licenses needed by the ISD, local *
districts and PSAs

* Enter O if you are not participating or only applying for credits/upgrades

* Licenses can only be installed on critical servers (see the website for more information)

Our ISD already has the following MDR solution(s) in place. The solutions listed below are *
preapproved for credit but only if the contract is in place prior to the program start date. If a
different product is in use, the MiSecure Operations Team can review it to determine whether it
qualifies for credit. It must meet the features specified on the website. You'll provide a total
number of credit requests in the next question. Check all products reflected in that total number.

" | crowdstrike Falcon Complete

|| crowdstrike (MS-ISAC's CIS-ESS implementation)

| sentinelOne Vigilance MDR

| SentinelOne with MDR Management

| CrowdsStrike with MDR Management

D Please contact me. | have an solution in place that is not listed above.

| We are not applying for any credits
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23.

24.
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Enter the number of credit requests you are making for the above products.

* Enter 0 if you are not participating or only applying for MDR licenses/upgrades

* Only products installed on servers qualify for a credit

* A copy of all current contract term/rate page(s) will need to be sent to bsoggs@gomaisa.org

| have a Crowdstrike EDR solution in place and am interested in having it upgraded to the MiSecure
Crowdstrike MDR solution.

D Please contact me

25.

26.

27.

https://docs.google.com/forms/d/12LzclihnTVNCqw6ZDrTRAtpdmY GIAARyjLIWIfFgwmMw/edit

| understand that our ISD CID will be accessible to the MiSecure Operations Team *

Mark only one oval.

@ Yes
@ No

If applying for credits toward an existing Crowdstrike Falcon Complete MDR, | agree to make our *
existing CIDs accessible to the MiSecure Operations Team

Mark only one oval.

D Yes
D No

D We are not applying for credits for existing Crowdstrike Falcon Complete MDR licenses

If applying for credits for an existing contract, | agree to provide reporting and/or log data to the *

MiSecure Operations Team as requested

Mark only one oval.

Q Yes
Q No

Q We are not applying for credits
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28. Do you anticipate needing/purchasing additional MDR/EDR licenses for
servers/systems/devices not covered by scope of this project? Responding yes to this question
does not commit you to or prevent future purchases, this is for initial planning purposes.

Mark only one oval.

@ Yes Skip to question 29
C_JNo
@ Undecided

The answer provided in this section is not a commitment or official request to buy licenses. The data
collected will be used by MiSecure to negotiate statewide pricing for additional licenses in the future.

29. How many additional MDR licenses do you anticipate purchasing in the future for other
servers/systems/devices that don't qualify for MiSecure funding? An estimate is fine, enter 0 if

none

30. How many additional EDR licenses do you anticipate purchasing in the future for other
servers/systems/devices? An estimate is fine, enter 0 if none

This content is neither created nor endorsed by Google.
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