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Where are the printed copies of the Incident Response documents? [enter locations here]

Key Information

Command Center Location

Alternative Communications

Location of Passwords

Network Diagram

List of IP Addresses, VLANs & Routing Tables

How to Disconnect from The Internet

Incident Response Team Members

Role Name Email Phone Cell

Cyber Inc. Res. Management

Cyber Inc. Res. Coordinator

Lead Tech Engineer

Admin Support / Inc Recorder

Cyber Security Analyst

Response Contacts

Role

Cyber Insurance

Legal Representative

Board President
ISD Support

External Resources
Role Name Email Phone Other

1-877-642-9237
1-877-MI-CYBER

Michigan Cyber Command
Center (MC3)

MS-ISAC Cyber Incident
Response Team (CIRT)

Michigan State Police mc3@michigan.gov

soc@cisecurity.org 1-866-787-4722

Internet Service Provider

Support Systems

Role
EDR/ MDR / XDR

Mass Notification

Firewall / Network Support

CONFIDENTIAL - NOT SUBJECT TO FOIA PER MCL 15.243 (1)(U)

Incident Emergency Response Plan - Contacts should be updated twice a year



